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ABSTRACT:

The growth of the ICT usage in dairy activities has been the biggest social and technological change in
recent times reduces barriers to trade, and is playing a huge role in supporting sustainable development in
many countries, subsequently, the number of computer threats are growing, malicious software in
circulation has increased in those last two years, according to Kaspersky Lab. solutions blocked
796,806,112 attacks launched from online resources located in 194 countries across the globe in this year.
The Internet has become an essential part of everyday life. As a result, sensitive personal and credit cards
information are examples of monetary gains to malware or virus writers. The main purpose of this project
will highlight existing malware mechanisms and their protections and how the malware forensics
techniques can be applied to counter future attacks. Likewise, the limitations of anti-virus programs and the
current computer security is discussed. In beside, with the theoretical study of the technique of malware
forensics that can be used against malware attacks, a practical case study carry out to attain better
understanding of malware internals and current forensics tools. The output of this paper work determine a
better malware forensics tools and techniques that can be used for efficient malware detection then show
the limitations of the techniques for fighting current and future malware. Malware uses advanced techniques
to protect and hide itself from both protection and forensics tools.
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1. INTRODUCTION

A malware attack is a common cyber-attack
where malware (normally malicious software)
executes unauthorized actions on the victim's
system. The malicious software (known as virus)
encompasses many specific types of attacks such
as ransomware, spyware, command and control,
and more. Anyone with a computer connected to
the internet and anyone with important data
stored on their computer or network is at risk,
including government or law enforcement
agencies and healthcare systems or other critical
infrastructure entities (Samanvay Gupta, 2013).

Malware is malicious software that enables
unauthorized access to networks for purposes of
theft, sabotage, or espionage. There are many
types of malwares, and many attacks use a
combination of several types to achieve their
goals. Malware is usually introduced into a
network through phishing, malicious

attachments, or malicious downloads, but it may
gain access through social engineering or flash
drives as well (2020 Overwatch report, 2020).

Through the infrastructure, the attacks may use
malware threats to attacks the IT infrastructure of
an organizations that can operate in one of several
modes. An attack can come through the wires, as
a hostile program like examples: avirus, a Trojan
horse program, as a denial-of-service attack.
Some IT element may physically have destroyed
like a critical data center and communications
link may compromise; IT hardware may destroy.
A trusted insider may be compromised such a
person, for instance, may provide passwords that
permit outsiders to gain entry; also, insiders may
also be conduits for hostile software or hardware
modifications (David A. Patterson, 2003).
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Hackers in the network of the organization can
causes many losses and sometime destruction of
the organization infrastructures, some hackers
called white hat hackers, this type are paid by
legitimate companies and governments to test the
security of a devices in the networks or systems
of the organizations. The goal is not to steal or
modify data but to help to protect it. While other
called, black hat hackers want access to collected
data for many reasons, including stealing data,
selling it, damaging the reputation of a person or
company, and causing political unrest (Cisco,
2018).

2. STATEMENT OF THE PROBLEM

In the network organization, the hackers can
causes the losses and destruction of the business,
the bad people called Black hat hackers access
information in the network of an organization
with different reasons like to steal those
information, to sell the information to a third
party, modify the data, disable functionality on
devices of the organization, to disrupt or to
damage the image of a legitimate company or
enterprise, access devices, web pages,
webservers, to create political conflicts or to
make a political statement, access user I1Ds and
passwords to steal identities, access data to
commit a crime or hack into systems to prove that
they can do it. Security best practices methods
must be taken to ensure the authenticity, integrity,
and security of the data or information of the
organization must be maintained and monitored.
(Cisco, 2018).

Malicious  software, commonly  named
“malware,” continuously presents one of the top
security concerns, and causes remarkable
worldwide financial losses for organizations.

3. OBJECTIVES OF THE STUDY
The study looks for relevancy techniques and
tools used to be used in the organization to protect
the organization network and internet's users
from the malware threats. This study was guided
by the flowing specific objectives:

i) To establish the effect of Malware threats on

organization network.

4. RESEARCH HYPOTHESIS

This research verified by the alternate hypothesis.
H1) There is a significant effect of malware
threats has on organization network,

All the above would protect critical infrastructure
such as the National Backbone (NBB), National
Data Center (NDC), 4G LTE last mile networks,
e-Government systems, Energy Infrastructure,
Banking and Finance systems, etcetera. Those
infrastructures need to be highly protected both
logically and physically. Computer malware are
the Internet's enemy number one, Modern
malware are complicated comparing to the old
generation. They use many techniques to escape
the detection of the anti-virus programs and tend
to operate silently at the background.

Every day, hackers release attacks designed to
steal confidential data and an organization’s
database servers are often the primary targets of
these attacks. Databases are one of the most
compromised assets (Verizon Data Breach
Investigations Report, 2015).

“The reason databases are targeted, are the heart
of any organization, due to the databases are
storing customer records and confidential
business data” said Morgan Gerhart, 2015. He
added organizations are not protecting these
crucial assets well enough (Roy Maurer, 2015).

The purpose of this project is to identify the
techniques and tools used to protect Internet's
users from the malware threats, in order to protect
the network infrastructures and databases. As
well as the understanding how, the malware is
built and how the attackers use it, this is becoming
important for software engineers, system
administrators, and IT security field for securing
the network of an organization.

ii) To examine out how Black hackers use
malware threats on organization network.

iii) To analyze the effect of Infrastructure on
organization network.

iv) To Find out the effect of Database
framework on organization network.

H2) There is a significant effect of black
hackers has on organization network,

H3) There is a significant effect of
infrastructure has on organization network,
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H4) There is a significant effect of database

5. CONCEPTUAL REVIEW

Malware

The word malware derived from the two
combination “malicious” and “software”.
Malware is data without appropriate
approval. Like examples: adware, bots,
ransomware, rootkits, spyware, Trojans,
viruses, and worms.

By Understanding malware threats and other
threats on the use of internet, in the modern
world of today, the internet is a virtual
networking medium that can be connected
and used on a multiplicity of devices. It

framework has on organization network,

allows the users to send, receive, collect,
store, update, delete, and many other
different operations of the data across the
world.

Internet usage is expanding its boundaries
every day, as the technological advance is
massively. The major uses of Internet are as
flows: e-commerce, e-learning, knowledge
sharing, social connectivity, variety of media,
file  transfer, communication, etc.
(educha.com).

Electronic Mail

E-Commerce

Education

FTP File Transfer

Online Banking

Collaboration

Search Engines

Cashless Transactions

Social Networking

www.educba.com

Figure 1.: the top users of the internet. | will be explaining in details how it works.

The uses of internet growing-up and
technologies devices, the world is facing the
main challenges of malware threats, also
increasing in high speed all over the world,
for data stolen, and infrastructures
destructions, Investigate the infected user’s
local network and steal sensitive data.

Internet

The study support end users’ awareness of
their responsibility towards the security on
their network connectivity that can influence
protection of their data/ information of the

White hat hacker
White hat hackers, this type of hackers is paid
by legitimate companies and governments to

Black hat Hacker

Black hat hackers want access to collected
data for many reasons, including stealing
data, selling it, damaging the reputation of a

Malware is a term used to describe malicious
applications and code that can cause damage
and disrupt normal use of devices. Malware
can allow unauthorized access, use system
resources, steal passwords, lock you out of
your computer and ask for ransom, and more.

organization and announce perception about
the linkage between securities and services
delivery. Finally, this study will be relevant
to students of ICT as a reference material.

test the security of devices in the networks or
systems of the organizations (Cisco, 2018).

person or company, and causing political
unrest. (Cisco, 2018).
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Figure 2. This image shows how a worm can quickly spread through a shared USB drive

The software enabled crime is not a new
concept; computer enabled fraud and service
theft evolved in equivalent with the
information technology that enabled it. Since
the advent of mainframe based automated
bank account systems, financial institutions
have been victims of malware-based cyber-

6. THEORETICAL FRAMEWORK

This study familiarized with theory and
models to validate how system security in
institutions or organization public and private
services are relates to theory. That has been
briefly studied in the context of information.
This study was used DeLone and McLean IS
Success Model and others that related to the
study like Theory of Reasonable Action
(TRA) (Fishbein and Ajzen, 1975), Theory of
Planned Behavior (TPB) (Ajzen, 1985,
1991), Decomposed Theory of Planned
Behavior, (Taylor and Todd, 1995), the

attacks. Criminals altered software to transfer
other people’s money to accounts they
controlled, and let down the accounts
anonymously. Cybercriminals select their
targets, if only by selecting the operating
system platform on which malware may be
processed.

Technology Acceptance Model (TAM)
(Davis, Bogozzi and Warshaw, 1989,
Technology Acceptance Model 2 (TAM2)
Venkatesh and Davis (2000) and Technology
Acceptance Model 3 (TAM3) Venkatesh and
Bala (2008), also wuse the software
development life cycle model in development
of simulated model and malware detection
model analysis.

DeLone and Malone’s model for
information system success



The information systems success model
alternative names of the theory are: DelLone
& McLean Information Systems Success
Model, DeL.one & McLean IS Success Model
and D&M IS Success Model is an

to provide a comprehensive understanding of
IS success by identifying, describing, and
explaining the relationships among six of the
most critical dimensions of success along
which information systems are commonly

information systems (IS) theory which seeks

System

Quality Use
Information ' User

Quality : Satisfaction

evaluated.

Individual > Organizational
Impact Impact

The Information Systems Success Model
(DeLone & McLean 1992) IS success model
has been cited in thousands of scientific
papers, and is considered to be one of the
most influential theories in contemporary
information systems research.  After ten

Figure 3: Information Systems Success Model (DeLone & McLean 1992)

years of D&M IS success model publication,
based on the evaluation of the many
contributions to it, DeLone and McLean
proposed an updated IS success model
(DeLone & McLean 2002, 2003).

Information quality

System quality

‘Z

Service quality

User satisfaction

Met syste m benefits

Figure 4: Updated Information Systems Success Model (DeLone & McLean 2002, 2003)

The DeLone & McLean IS success model has
identified and describes the relationships
among six critical dimensions of IS success:

Technology Acceptance Model Theory
(TAM)

Information quality, System quality, Service
quality, System use/usage intentions, user
satisfaction, and net system benefits.

Technology Acceptance Model (TAM) was
introduced by Fred Davis in 1986 for his
doctorate. TAM s specifically tailored for
modeling users’ acceptance of information
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systems or technologies. User acceptance is a
pivotal factor determining the success or

Software development life cycle (SDLC)

Software development life cycle (SDLC) is a
systematic process for building software that
ensures the quality and correctness of the
software built. SDLC process aims to
produce high-quality software that meets
customer expectations. The system
development should be complete in the pre-

failure of any information system project,
(Davis, 1993).

defined time frame and cost. SDLC consists
of a detailed plan which explains how to plan,
build, and maintain specific software. Every
phase of the SDLC life Cycle has its own
process and deliverables that feed into the
next phase.

System Conception & Defines the concept for the software product and determines the lifecycle plan.
@ Initiation Validation: Do we have the right understanding of the objective?
( - a Describes the problem to be solved by the software system and specifies the functions,
| Requ"‘emer_‘t_ An_alysus operational capabilities, desired performance characteristics and the resources for the product.
and Specification Validation: Are we doing the right product?

Level Design

Specifies the overall software/hardware architecture and the
control and data structure.
Verification: Are we planning according to the requirements?

@ ‘ Preliminary / High

@ Detailed / Low Level

Codification of the procedures defines inthe last phase into
operational source code and corresponding unit test.

Coding and
Implementation

Integration of the individually tested components into modules, verifying
functionalities, resources interfaces and performance againstrequirements

| Integration and Testing
(S

and adapts, and adds the requested enhancements.

Specifies the directions for installing the software product, provides instructional training to At
users, specifies and runs diagnostic test cases to ensure the viability of the software system @ aintenance

<

SDLC stands for Software Development Life Cycle and is also referred to as the Application

Development life-cycle.

Concept framework for simulation application

The concept framework for modeling and
simulation techniques or methods are present
in many areas, including system engineering,
acquisition, training, analysis,

experimentation, planning, testing, results as
well as the recommendations from the
simulation.

Analyze, Quick
design and

requirements

Develop Simulator tool

for research

Gathering Results

Figure 5: Concept framework for simulation application

This should be based on factors include (but
are not limited to) proprietary architectures,
lack of consistent and clearly defined
development standards, model fidelity, and
scalability issues that computer science and
software engineering have yet to over-come.

Develop standards and frameworks in the
areas of conceptual modeling, because
conceptual  development stages carry
implications for multiple decisions that
heavily impact future stages of system
development and performance.
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Figure 6: Malware analysis stages

7.MATERIALS AND METHODS

Cross-sectional surveys are studies aimed to gather
data from a sample of population at a particular point
in time. A survey is an investigation of the opinion, or
behavior of a particular group of people, usually
through asking them questions. In adopting cross
sectional survey, data was collected from a large
number of internet end users at one point in time. A
sample size had been applied for quantitative. This

n n _n _ N _Nxn
nc=—s , SO nc=-—F =FE—N.—SNC=——
14y 1+— = N+n N+n
_ 271225 X96
=->ne = ————
271225 +96

By collecting data, the researcher consulted different
sources of information namely Secondary data and
primary data. For gathering secondary data and
information, existing Literature was used; previous
studies related to these research objectives have been
consulted such as Books; journals; available articles
and reports from reliable sources, reports and different
reports with the direct linkage with the topic. EXisting
literature was used specifically for the purpose of
analyzing the factors affecting the organization

8. FINDINGS AND DISCUSSIONS OF THE
RESULTS

Searching through the strings can be a simple way
to get hints about the functionality of a program.
For example, if the program accesses a URL, then
you will see the URL accessed stored as a string
in the program. You can use the Strings program
Both ASCII and Unicode formats store characters
in sequences that end with a NULL terminator to
indicate that the string is complete. ASCII strings

means that every client fulfilling the eligibility criteria
that had been presented and willing to take part of the
study was being part of the sample. By calculating
sample size Alain Bouchard states that when the
population being investigated is less than or equal to
one million people, it is made to match a sample of 96
individuals with margin of error of 10%. The
following formula led to the size of people to

question.
__ 26037600

iaar = 9596 ~ 96 Individuals

applications security through the malware threats in
Kigali. To collect primary data, questionnaire was
designed to be filled by members that are part of our
sample size namely MMI (Military Medical
Insurance) staff, the researcher also prepared a focus
group discussion were required to ensure the analysis
based on the convergence of various evidences related
about investigating factors affecting network and
applications security.

use 1 byte per character, and Unicode uses 2 bytes
per character. Figure shows the string BAD
stored as ASCII. The ASCII string is stored as the
bytes 0x42, 0x41, 0x44, and 0x00, where 0x42 is
the ASCII representation of a capital letter B,
0x41 represents the letter A, and so on. The 0x00
at the end is the NULL terminator.

Pl

= .

MSSNUVLL Termmiimc o

a2 | a1 ] <aa

oo |

ASCII representation of the string BAD

Figure shows the string BAD stored as Unicode.
The Unicode string is stored as the bytes 0x42,
0x00, 0x41, and so on. A capital B is represented

by the bytes 0x42 and 0x00, and the NULL
terminator is two 0x00 bytes in a row.
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Unicode representation of the string BAD

When Strings searches an executable for ASCII
and Unicode strings, it ignores context and
formatting, so that it can analyse any file type and
detect strings across an entire file (though this
also means that it may identify bytes of characters
as strings when they are not). Strings searches for
However, those bytes may not actually represent
that string; theycould be a memory address, CPU
instructions, or data used by the program. Strings
leaves it up tothe user to filter out the invalid
strings. For example, the following excerpt
shows the result of running Strings against the
filebp6.ex:

Mail system DLL is invalid! Send Mail failed to
send message.5. In this example, the bold strings
can be ignored. Typically, if a string is short and
does not correspond to words, it is probably
meaningless. On the other hand, the strings
GetLayout at 1 and SetLayout at 2 are Windows

Static Analysis in Practice

In this practical for static malware analysis, we
will use different tools, which are amazing
software/application to analyses malicious files
and more popular with literary types. However, it

Antivirus Scanning: A Useful First Step

When first analysing prospective malware, a
good first step is to run it through multiple
antivirus programs, which may already have
identified it.  However, antivirus tools are
certainly not perfect. They rely mainly on a
database of identifiable pieces of known
suspicious code (file signatures), as well as
behavioural and pattern-matching analysis
(heuristics) to identify suspect files.

One problem is that malware writers can easily
modify their code, thereby changing their
program’s signature and evading virus scanners.
In addition, rare malware often goes undetected
by antivirus software because it is simply not in
the database. Finally, heuristics, while often
successful in identifying unknown malicious
code, can be bypassed by new and unique

a three-letter or greater sequence of ASCII and
Unicode characters, followed by string
termination character. Sometimes the strings
detected by the Strings program are not actual
strings. For example, if Strings finds the
sequence of bytes 0x56, 0x50, 0x33, 0x00, it will
interpret that as the stringVVP3.

C:>strings bp6.ex_
VP3VW3t$@D$499.124.22.1 4

e-@GetLayout 1

GDI32.DLL 3

SetLayout 2

M}C

functions used by the Windows graphics library.
We can easily identify these as meaningful strings
because Windows function names normally begin
with a capital letter and subsequent words begin
with a capital letter.

is strongly recommended that you use always all
those tools we will discuss outside of your
network.

malware. Because the various antivirus programs
use different signatures and heuristics, it is useful
to run several different antivirus programs against
the same piece of suspected malware. Websites
such as Virus Total (http://www.virustotal.com/)
allow you to upload a file for scanning by
multiple antivirus engines.

Virus Total generates a report that provides the
total number of engines that marked the file as
malicious, the malware name, and, if available,
additional information about the malware.
Virustotal is a service that analyzes suspicious
files and URLs and facilitates the quick detection
of viruses, worms, Trojans, and all kinds of
malware detected by antivirus engines.
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Detecting malware Packers with PEID
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One way to detect packed files is with the PEID
program. You can use PEID to detect the type of
packer or compiler employed to build an

application, which makes analysing the packed
file much easier. Shows figure information is
about UnPackMe.exe as reported by PEID.
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Figure on The PEID program

Note: Many PEiD plug-ins will run the malware
executable without warning! In addition, like all
programs, especially those used for malware

analysis, PEID can be subject to vulnerabilities.
For example, PEID version 0.92 contained a
buffer overflow that allowed an attacker to



execute arbitrary code. This would have allowed
a clever malware writer to write a program to

Hashing: A Fingerprint for Malware Hashing
Is a common method used to uniquely identify
malware? The malicious software is run through
a hashing program that produces a unique hash
that identifies that malware (a sort of fingerprint).
The Message-Digest Algorithm 5 (MD5) hash
function is the one most commonly used for

exploit the malware analyst’s machine. Be sure to
use the latest version of PEID.

malware analysis, though the Secure Hash
Algorithm 1(SHA-1) is also popular. For
example, using the freely available md5deep
program to calculate the hash of the Solitaire
program that comes with Windows would
generate the following output:

Checksum information

Actions Infolevel VirusTotal External

File: Halware_for MSCIT .exe
Size: 26016
MDG J0CTCEDOS61A50588349D2A73DCT00A4

Compiled: Sun, Now 13 2011, 18:03:22 - 32 Bit EiE

Copy Hash ‘ Copy Al |

Figure on Image on virustotal

The GUI-based WinMD5 calculator, shown in
Figure can calculate and display hashes for
several files at a time. Once you have a unique
hash for a piece of malware, you can use it as
follows:

Name
Size
CRC32
CRCA4
SHAZ5
SHAT

Malware_for_MSCIT exe

86016 bytes (34 KiR)

535583A1

SE3AZZTERI2NIAN

D9EA48B83700FR1CCRIB43FFCC2RE1RFET1ECY74F 74R51BAEZ38056533C0132C
EB48A87988AEEATE71ADBEDCADBB23BCEASDD0EI

BLAKEZsp D39162E06D00DBER2A3D318CDB1BIADDACODI45E485336950929230 71ECA5805

e Use the hash as a label.

e Share that hash with other analysts to help
them to identify malware.

e Search for that hash online to see if the file
has already been identified.

Detection Details Relations _w Behavior

Basic Properties

MDsS 30c7cedos61a
ebasas7os
efdfs2sses
cO9335767c

2143e030b7dO5f90e1

dadefel 505cdf63a494ac752a0a1bfO38d0O8745bb7d5541958

table for MS Windows (console) Intel 80386 32-bit
NAVO/MVE + RXGFQOKOYINhdLI3pw3VOSW2MO)5/Cal4FP60PgrkzX/T41 RNL:QWHNQM2tHKYIHbS9SNBCA4I4FSMOOK

Figure on Image on virustotal

Document analysis

Documents are one of the primary ways
attackers’ compromise systems with malware. In
this course, we are going to see how to analyze
malicious documents to determine what they are
doing to compromise a system. Some of the
documents that we will see include how to
examine Adobe PDF and Microsoft Office
documents, ways to get around malicious script
obfuscation techniques, and the tools and
techniques you can use to speed up your analysis.
You will see and know how to safely determine if
a document is malicious and how to figure out
what it does to compromise a system. Microsoft
office applications such as Word, Excel and

PowerPoint all have a history of being exploited
by malicious authors from time to time. Since
enterprise users and end users, malicious authors
often use these applications target these
documents to infect more users and extract
valuable information from them. In this example.
It dumps the parsed contents of sample.doc in
<filename>. macros such as the one below.
Malicious authors either by embedding shellcode
in the document, which is executed by exploiting
a vulnerability or by macrocode embedded as a
macro in the document that in turn is executed
when the user clicks ‘ok’ exploit these Microsoft
applications.
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Applications for software reverse engineering
It is hard to name the best software of reverse
engineering tool, there quite a few of them and
each one resolves some specific tasks of the
multistep reversing process.

The most valuable tools for reverse engineering
are the tools that work as disassembler and
debugger at the same time. There are two
common tools widely used nowadays; IDA Pro
and OllyDbg. IDA Pro is the most powerful
disassembler that decodes machine code into
assembly language. There IDA plugins, which
are also worth mentioning besides the
disassembler itself.

One of the best aspects of IDA Pro is its ability to
save your analysis progress: You can add
comments, label data, and name functions, and
then save your work in an IDA Pro database to
return to later. IDA Pro also has robust support
for plug-ins, so you can write your own
extensions or leverage the work of others. To dig
deeper into IDA Pro, Chris Eagle’s The IDA Pro
Book: The Unofficial Guide to the World’s Most
Popular Disassembler, 2nd Edition (No Starch
Press, 2011) is considered the best available
resource. It makes a great desktop reference for
both IDA Pro and reversing in general
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Dynamic analysis

The purpose of a behavioural analysis is to
execute the malware and to monitor its
interactions with the environment. By doing so,
an analyst can gain an initial understanding of
what the malware is attempting to do as well as
identify indicators of compromise that can be
utilized to detect other infected systems.

Each of the items listed above are crucial pieces
of information that we would want to know about
a piece of malware. Therefore, we will need
software utilities to monitor file system activity,
rg;istry activity, and network activity. It is

annnanAnn 3

important to note that a majority of the software
utilities we used was designed on the Windows
system that was infected with the malware. This
is important because the malware could be
designed to interfere with the monitoring
software (rootkit). To ensure that the results of
the monitoring tools are accurate. Before getting
into the analysis, there are important precautions
we have to take so that we should not miss
anything and should not face any infection. So
please make sure that we have followed below
mentioned precautions:

I

Re-image or
reset guest OS

| Create baseline |

Suspend Wirtual
Machine

Post execution

Automated dynamic
malware analysis

Script usage of virtual machines

Transfer malware

Location?

Pre-execution tasks
Start other progmams?

Execute malware

Capture screenshots,
Memory dump,
Configuration files,
Unpacked executables...

file access, networking.. .

Monitor system calls,

Figure on process of restore point of the Virtual
machine. Why we have to avoid using Sandbox



in Production Network? There are many ways
that malware can escape from the sandbox and it
depends on who is building the malware.

Antivirus

Let us continue analyzing our malware named
Malware_analysis_for MSCIT.dIl we used in
static malware analysis, using dynamic analysis
tools. First, to analyze well malware we start to
check if the malware is harmful on the computer
using our antivirus on my side | use Kaspersky,
no matter the name of company which produce
antivirus because various antivirus products have
been on the market for many years, some users
may fall into the trap of thinking that there is little
to choose between the various products and that
they all have similar malware detection
capabilities. These users may decide to base their
choice  ofantivirus  product on relatively
unimportant  criteria such  as whether it has

an attractive design or it has featured insome
eye-catching advertisements. While it is true that

various antivirus programs have been available
for a long period, the number and diversity of the
threats that computers and other devices are
subject to have changed massively in recent
years.

Effective computer protection depends on the
antivirus vendor’s ability to adapt to new
demands.  When judged on their technical
performance in detecting and protecting against
malware, different antivirus products may differ
greatly. To start this, lets us try many possible
antiviruses | will first use what I installed on my
virtual machine and then try or check on
virustotal to see if it can detect the launched
malware in my VMware machine, if | try to run
it, this event happens.

Malware detected

My antivirus as a harmful file detects the malware
as you see it on the above image. Then let us
check in virustotal what will happen if we scan

the file. We found about 43 antiviruses, which
detect it as a malware see on this below figure.
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Figure on image malware_analysis.dll from virustotal
Malware with IDA Pro

There are many tools available for reverse
engineering, but one disassembler stands alone.
Nearly everyone in this industry uses IDA Pro to
some extent. IDA Pro is a disassembler capable
of taking binary programs where we do not have
the source code and creating maps and multiple

modes of understanding the binaries. It takes
source code and represents it as assembler code
so that we can better understand how the original
code works. IDA Pro also has a in this part.
Always the question we ask is to know how this
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malware will be install itself! The only answer is
in this next figure

Windows
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Figure on IDA Pro shows how malware will be
The malware install itself as a service. Using
svchost.exe. The dll is added as parameter thus
executing the malicious code. If we look at IDA
Pro of the install function. You will easily see that
it is trying to install a service via SCManager. It

Process monitoring

Process Monitor is a free tool from Microsoft that
displays file system, registry, process, and other
activities on the system. It’s an invaluable tool for
troubleshooting Windows problems as well as for
malware forensics and analysis tasks. It combines
the features of two legacy Sysinternals utilities,
Filemon and Regmon, and adds an extensive list
of enhancements including rich and non-
destructive filtering, comprehensive event
properties such session IDs and user names,

T g
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installed
then adds description etc. via registry changes to
hide itself in plain side. A call was made to get
the current dll path and used that path to add to
the service’s registry as well.

reliable process information, full thread stacks
with integrated symbol support for each
operation, simultaneous logging to a file, and
much more. Its uniquely powerful features will
make Process Monitor a core utility in your
system troubleshooting and malware-hunting

toolkit. Process monitor has the capability of
monitoring, capturing and filtering all the
artifacts.
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Figure on Procmon RegSetValue

However, the issue is, the tool is able to handle
and capture the huge amount of data. Therefore,
it is important to filter out the useless data from
the haystack to identify the abnormal things and
get the required artifacts. These filters are having
many inclusions and exclusions to make the job
easy. However, it is recommended to use your

own filter list based on your requirement and
analysis because there will many malicious
processes, which is having legitimate windows
process name. In this case, if you filter the
windows process you might miss the malicious
process activity. To see it Click on the filter
button. (Or Ctrl + L) this image will be appeared.
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Display entries matching these conditions:

LOperation v] [is ~ ] RegCreateKey -~  then
Column Relation Value Action =
@ Operstion is WWriteFile Include =
& Operation is RegCreateKey Include

Process Name is Procmon .exe Excilude
@ Process Name is Procmon&4 exe Exciude
@ Process Name is System Exclude
@ Operation begins with IRP_MJ Exclude
Ot hemime s i EacTIN [SUP s PN ==
[ oK ] [ cancel ] Apply

Figure on Included and excluded in Procmon

Dynamic analysis with Regshot

The next tool that will be installed is Regshot.
Regshot is a utility that is utilized to preserve and
compare two separate snapshots of the Windows
registry. In malware behavioral analysis, Regshot
is utilized to create a snapshot of the clean
Windows virtual machine (VM) registry, create a
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snapshot of the infected Windows VM registry,
and compare the two snapshots. Following the
comparison process, Regshot generates a log that
identifies registry keys and values created,
modified, and deleted as well as files created and
modified on the file system.

Ervalisi e

Figure on Regshot ready to load malware

The following graphic is a screenshot of the
Regshot application taken after running our used
malware named Malware_analysis.dll

Keys added: 7

HKLMAYS¥STEMACor o
HELMASYSTEMMContr

HKLMASYSTEMY
HEKLMYSYSTEMY sntrolsetiService

Figure on Regshot Registry added

Finding process running with Process Explorer
The fact that the display name (INA+) matches
the information found in the registry tells us that
our malicious service has started. Next, we open
Process Explorer and attempt to find the process
in which the malware is running by selecting

& -k netswvcs

tores network configuration and location in-

sttingsluseriDesktopigo
C o2 Pe e0 14 20 00 P9 20 00 PO Ve 92 o0

X\SystemIz2isvchost.exe -k netswves™

K Awarensss (INA+)
and stores network configuration and locatios

and Settings\user\Desktopige’
eo SC oo oo oo 14 G0 oo 0o 20 oo oo oo o

FindHandle or DLL to open the dialog shown in
We enter malware_analysis_MSCIT.dIl and click
Search. As shown in the figure, the result tells us
that malware_analysis MSCIT.dIl is loaded by
svchost.exe
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Figure on Find Handle

By going through the svchost.exe, we will come
across a process in which
malware_analysis_MSCIT.dll is loaded. That is
the malicious process. For this case, the PID is
2468. This can be easily achieving by using the
find handle (Ctrl-F) option in process explorer as
shown below. In Process Explorer, we select
View— Lower Pane View—DLLs and choose
the svchost.exe running with PID 2468. Figure 4-
16 shows the result. The display name Intranet
Network Awareness (INA+) shown at confirms
that the malware is running in svchost.exe, which
is further confirmed when we see at that Lab03-
02.dll is loaded.

Conclusion

Meanwhile, on the malware analysis with
dynamic analysis methods capable of providing
more complete information about characteristics
of malware, such as the information of malware
to infect another program, as well as modifying
the registry and create new files and folders. Also,
malware in dynamic analysis can discover DLL
of malware, the process of malware inside the
system, as well as the network connection
performed by malware against the server. While,
malware analysis with the dynamic analysis
method can provide information not previously
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